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6 oekabpn 2016
B uensax obecneyeHuna nHbopmaumnmoHHon 6esonacHocTn Poccuiickon ®eaepaumm NnocTaHOBASAIO:
1. YTBEpaMTb Npunaraemyto LLOKTpuUHY MHPOpPMaLMOHHOM Be3onacHocTu Poccuinickoit Pepepaumm.

2. Npu3HaTb yTpaTMBLen cuny JoKTpuHy nHpopmaumoHHo 6esonacHocTn Poccuitickont depepaumum,
yTBEpPHKAEHHYIO MNpe3naeHTom Poccuiickoi ®eapepaumm 9 ceHTabpa 2000 r. Ne Mp-1895.

3. HacToAwmi YKa3 BCTYyNaeT B CUAY CO AHA €ro NognucaHus.
Mpe3ngeHT Poccninckoit epepaumm B. NMyTuH

MocKBa, Kpemnb
5 nekabpna 2016 roaa
Ne 646

JoKTpuHa
MHPOopMaLMOHHOI 6e3onacHocTn Poccuiickon Pepepaumm
(yrB. YKasom Mpe3ngeHTta PP ot 5 gekabpsa 2016 r. Ne 646)

I. O6wme nonoxkeHna

1. Hactosawana JoKTpuHa npeacTtaBaset cobon cuctemy oduLmanbHbix B3rNS40B Ha obecnedyeHne
HaUuMoHaNbHOM 6e3onacHocTu Poccuiickoit Pegepaunm B MHGOpMaUMOHHOM chepe.

B HacToAwwel [lokTpmHe nog nHGOopMaUMoHHOM chepoit MOHMMAETCA COBOKYMHOCTb MHbOPMaLMK,
06bEKTOB MHPOPMATM3ALMU, MHOOPMALMOHHBIX CUCTEM, CAATOB B MHPOPMALMOHHO-
TENIEKOMMYHMKAUMOHHOM ceTh « IHTepHET» (fanee - ceTb «MIHTEPHETY), ceTel cBA3U, MHOOPMALMOHHbIX
TEXHO/I0MNM, CyObEKTOB, AeATEe/IbHOCTb KOTOPbIX CBAA3aHa ¢ GopmMpoBaHMEM 1 06paboTKoi
MHbOPMaLUUK, PA3BUTMEM U MCNOJIb3OBAHMEM HA3BaHHbIX TEXHO/IOTUIA, obecneyeHnem
MHGOPMALMOHHOM 6e30NacHOCTH, @ TaKKe COBOKYMNHOCTb MEXaHM3MOB PEryIMpoBaHus
COOTBETCTBYIOLMX OOLLECTBEHHbIX OTHOLLIEHWUNA.

2. B HacToAwen JOoKTpUHE NCNOb3YIOTCA CAeaytowme OCHOBHbIE NOHATUA:

a) HauMoHanbHble NHTepechkl Poccuitckoit Pegepaumm B MHGopMaLMOHHOM chepe (aanee -
HaLMOHa/bHble MHTepechl B MHPOPMALMOHHONM chepe) - 06 bEKTUBHO 3HaYMMBbIe NOTPebHOCTH
JIMYHOCTH, OBLLLECTBA M rocyAapcTBa B obecneyeHnmn nx 3almeHHOCTU U YCTOMYMBOrO Pa3BUTUA B
YyacTu, Kacatowencs nHGopmaunoHHoM chepbl;

6) yrpo3sa nHpopmaLmoHHOM 6e3zonacHocTh Poccnitickoit Pepepaumn (aanee - MHGOPMaLUUOHHan
yrpo3a) - COBOKYNHOCTb AeiCTBUIM U GpaKTOPOB, CO34aI0LLIMX ONACHOCTb HAHeCeHUn yuwepba
HaLMOHabHbIM MHTEpPEcam B MHGOPMaLUNOHHON chepe;

B) MHdOpMaLMOoHHana besonacHocTb Poccuiickont Peaepaunn (ganee - UHGopmaunoHHaa 6e30nacHoCTb)
- COCTOAIHME 3aLUMLLEHHOCTMU IMYHOCTK, OBLLLECTBA M rOCYAapCTBa OT BHYTPEHHUX U BHELLIHUX
MHPOPMAaLMOHHBIX YTPO3, MPM KOTOPOM 0becneynBaloTca peanmsauma KOHCTUTYLMOHHbIX NPas
cB0b60A YenoBeKa 1 rpaxgaHuHa, AOCTOMHbIE Ka4eCTBO U YPOBEHb KMU3HU rpakaaH, CyBepeHuTeT,
TeppuUTOpMabHana LENOCTHOCTb U YCTOMYMBOE COLMaIbHO-3KOHOMMYECKOoe pa3BuTue Poccuiickoi
denepaunn, obopoHa 1 6esonacHoOCTb rocyaapcTBa;

r) obecneyeHne nHGopmaLMoHHOM 6e30NacHOCTH - OCYLLLECTBAEHME B3aMMOYBA3AHHbIX NPaBOBbIX,
OPraHM3aLMOHHbIX, ONEPATUBHO-PO3bICKHbIX, Pa3BesblBaTe/IbHbIX, KOHTPPa3BeAblBaTEbHbIX, HAYYHO-
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TEXHUYECKMX, MHDOPMALMOHHO-aHAIUTUYECKMX, KaApOBbIX, SKOHOMUYECKMX U UHBIX Mep Mo
NPOrHO3MpPOBAHMIO, 0BHAPYKEHWNIO, CAEPKMBAHWNIO, NPEAOTBPALLEHMIO, OTPAXKEHMIO MHOOPMALMOHHbIX
Yrpo3 1 NIMKBUAALMKN NOCNEACTBUA UX NPOABAEHUS;

A) cnnbl obecneyeHns MHGOpPMaLMOHHON 6e30MacHOCTU - FroCyAapCTBEHHbIE OpraHbl, a TakKe
noapasaeneHna n AOKHOCTHbIE KL FOCYAaPCTBEHHbIX OPraHOB, OPraHOB MECTHOrO CamMmoynpas/eHun
M OpraHun3aumii, ynoaHOMOYEHHbIe Ha pelleHne B COOTBETCTBUMN C 3aKOHOA4aTeNbCTBOM PoccuiicKkol
depepaunn 3aga4 no obecnevyeHmto MHPopMaLNOHHOM 6e3onacHoCTy;

e) cpeacTea obecrneyeHma MHPOPMALIMOHHOM 6e30MacHOCTM - NPaBOBbIe, OPraHM3aLUNOHHbIE,
TeXHUYECKMe 1 Apyrue cpeactsa, UCNonb3yemble cunamm obecneveHma MHGOPMaLMOHHOM
besonacHocCTY;

) cucTema obecneyeHus MHGOPMaLMOHHOM 6e30NacHOCTU - COBOKYMHOCTbL cl obecnedyeHus
MHPOPMaLMOHHOMN 6e30MacHOCTU, OCYLLECTBAAIOLWNX CKOOPAMHMPOBAHHYIO U CNIaHNUPOBAHHYO
[eATeNbHOCTb, M UCMO/Ib3YEMbIX UMM CpeacTB obecnedeHua MHGOPMaLMOHHON Be3onacHoCTy;

3) MHPpOpPMaLMOHHasA MHPPaCTPYKTypa Poccuinckoit depepaummn (ganee - tHGoOpMaLMOHHan
MHOPACTPYKTYpPa) - COBOKYMNHOCTb 06bEKTOB MHPOPMaTM3aLUM, MHOOPMALIMOHHBIX CUCTEM, CalATOB B
cetTn «MHTepPHET» M ceTen CBA3U, PaCNoNOKEHHbIX Ha TeppuTopumK Poccuiickoit Peaepaumm, a TakKe Ha
TepPPUTOPUAX, HaXoAALLMXCA Nog, opucamkumen Poccuiickon ®eaepaymm UamM UCNONb3yeMbliX Ha
OCHOBaHMW MeXXAyHapoAHbIX AoroBopos Poccuiickoit Peagepaunu.

3. B HacToAwWelh [JOKTPUHE Ha OCHOBE aHa/n3a OCHOBHbIX MHGOPMAaLMOHHbIX YTPO3 N OLLEHKM COCTOAHUA
MHPOPMaLMOHHOMN 6e30MacHOCTM onpeaeneHbl CTPaTeErmyeckmne LLean U OCHOBHbIE HanpaB/ieHUs
obecneyeHns MHPoOpPMaLMOHHOM 6e30NacHOCTM C YYeTOM CTPaTermYeckmnxX HauMoHa lbHbIX MPUOPUTETOB
Poccuitckoin Pepepaumn.

4. MpaBoBYO OCHOBY HacTosLeN JJOKTPUHbI cocTaBnsatoT KOHCTUTYyums Poccuitickont Gepepaumm,
ob6LwenpusHaHHble NPUHLMUMNbI U HOPMbl MEXAYHAPOAHOr0 NPaBa, MeKAYHAaPOAHbIe 40r0BOPbI
Poccuiickolt depepaumm, pesepanbHble KOHCTUTYLMOHHbIE 3aKOHbI, PpesepanbHble 3aKOHbI, @ TAKKe
HOPMaTUBHbIE NPaBoBble akTbl Mpe3naeHTa Poccuiickoit depepaumm u MpasuTenbcTsa Poccninckom
depepaunn.

5. HactoAwas [JoKTpMHa ABAAETCA 4OKYMEHTOM CTpaTerMyeckoro niaHMpoBaHus B chepe obecneyeHums
HaUMOHaNbHOM 6e3onacHocTM Poccuitickoit PepepaLmn, B KOTOPOM Pa3BMBAOTCA NONOXKeHUsA CTpaTermm
HauMoHaNbHOM 6e3onacHocTh Poccuiickolt Pepepaummn, yTeepxaeHHOM YKasom MNpesnaeHTa
Poccuitckoit ®Pepepaumm ot 31 gekabpa 2015 r. Ne 683, a TaKKe gpyrMx LOKYMEHTOB CTPaTerMyeckoro
NAaHWUpPOBAHUA B yKa3aHHOM cohepe.

6. HacToAwan [JoKTpuHa ABAAeTcA 0CHOBOM AN GOPMUPOBAHMA FOCYAapPCTBEHHOM NONUTUKN U
pa3BMTUA 06LLECTBEHHbIX OTHOLIEHUI B 061acTh obecneyeHmnsa MHbopmaLMoHHOM 6e3onacHoCTH, a
TaKKe 414 BbIpaboTKM Mep No COBepLUEHCTBOBAHUIO CUCTEMbI 0becrneyeHns MHPOPMaLMOHHOWM
6e3sonacHocTy.

Il. HaumoHanbHble MHTepecbl B UHPopmaLMoHHOM chepe

7. NHPOPMaLMOHHbIE TEXHOAOMMM NPUMobpenn rnobanbHblii TPaHCTPaHUYHBIN XapaKTep U cTanu
HEeoTbeM/IEMOW YaCTblo BCeX chep AeATENbHOCTU IMYHOCTM, 0bLLecTBa 1 rocyaapcTea. Ux apdekTmsHoe
npMMeHeHue ABAAeTCA GpaKTOPOM YCKOPEHMA SKOHOMMUYECKOTO PasBUTUA rocyaapcTea U GOpMMpPOBaHUA
MH$OopMaUMoHHOro obLLecTsa.

NHdopmaumoHHan chepa UrpaeT BaxKHYH posb B obecnedeHnn peannsaumnm cTtpaTernyeckmnx
HauMoHabHbIX NpuopuTeToB Poccuiickoit Peaepaumu.



8. HauMoHanbHbIMM MHTEPEecamm B MHGOPMALLMOHHOW cdhepe ABNAIOTCA:

a) obecneyeHme U 3allMTa KOHCTUTYLIMOHHbIX MPaB M cBOOOA YenoBeKa M rpaxkaaHMHa B 4acTy,
Kacatowenca nosy4yeHus 1 Ncnosb3oBaHMAa MHPOPMaLMKN, HENPUKOCHOBEHHOCTM YacTHOM KMU3HU NpU
NCNo/Ib30BaHMM MHPOPMALMOHHBIX TEXHONOMNIM, obecrneyeHne MHGOPMALMOHHOM NOAAEPHKKN
AEeMOKPaTUYECKNX MHCTUTYTOB, MEXaHU3MOB B3aMMOAENCTBUA roCyAapCTBa M rpaxKaaHCKoro obuecTsa,
a TaK*Ke NnpumMmeHeHMe MHGOPMALMOHHbBIX TEXHOIOMMIN B UHTEPECaX COXPaHEeHUS KyNbTYPHbIX,
NCTOPUYECKUX M AYXOBHO-HPABCTBEHHbIX LLEHHOCTEN MHOIOHALMOHA/IbHOrO Hapoaa Poccminckom
depepaunuy;

6) obecneveHune yctonumsoro n 6ecnepebonHoro pyHKLMOHMPOBAHUA NHHOPMALIMOHHOM
NMHPPACTPYKTYPbI, B NEPBYIO oYepeb KpUTUYECKON MHOOPMaLMOHHOM MHPPaCTPYKTYpbl Poccuinckoi
depnepaunn (ganee - KpuTndeckan MHPOPMaLMOHHAA UHPPACTPYKTYPa) U eAUHOM CETU SNEKTPOCBA3M
Poccuitckoii denepalumn, B MUPHOE Bpems, B Nepuod HenocpeacTBEHHOM yrpo3bl arpeccmMm M B BOEHHOe
Bpems;

B) pa3BuTUe B Poccuiickon deaepalmm oTpacan UHPOPMALLMOHHbBIX TEXHOIOTUIA U SNEKTPOHHOM
NPOMbILINIEHHOCTU, @ TAK}Ke COBEPLUEHCTBOBAHME AEATE/NbHOCTU NPON3BOACTBEHHbIX, HAYUYHbIX U
HAY4YHO-TEXHUYECKMX OpPraHmn3aLmMin No pa3paboTke, NPOM3BOACTBY M SKCMyaTaL MM CPeacTs
obecneyeHuns nHGopmaunoHHoM 6e3onacHOCTU, OKasaHuo ycayr B 061acTm obecneyeHuns
nHbopmMaUMOoHHOM besonacHoCTy;

r) poBedeHWe A0 POCCUIMCKON N MeXayHapoaHOM 06LLecTBEHHOCTM AOCTOBEPHOMN MHpOPMaLMN O
rocyaapcTBeHHOM noantmuke Poccuiickoit Pegepaumm n ee odmumaibHON NO3ULUKN MO COLMANbHO
3HAYMMbIM COBBITUAM B CTPaAHE N MUpPE, MPUMEHEHNE MHPOPMALIMOHHbBIX TEXHONOTUIA B LLEeNSX
obecneyeHns HauMoHanbHoO 6esonacHocTM Poccuitickoit deaepalmm B 061acTU KYAbTypbl;

4) cogelictBue GopMMUPOBaAHUIO CUCTEMbBI MEXAYHAPOAHOW MHGOPMaLMOHHOM 6e3onacHoCTH,
HanpaB/fIeHHOM Ha NPOTUBOAENCTBME YIPO3aM UCNO/Ib30BaAHMA MHOOPMALMOHHBIX TEXHOMOMUIA B LLENAX
HapyLueHUWA cTpaTerMyeckomn cTabuabHOCTU, Ha YKpenieHUe paBHOMNPaBHOrO CTpaTerMyeckoro
napTHepcTBa B 061aCTM MHPOPMALNOHHON 6e30MACHOCTH, a TaK¥Ke Ha 3aLMTY CyBepeHuTeTa
Poccuiickoin Pepepaunmn B MHPOPMALMOHHOM NPOCTPAHCTBE.

9. Peanvsaums HauMoOHaNbHbIX MHTEPECOB B MHPOPMaALLMOHHOM chepe HanpaBaeHa Ha popMUPOBaHHME
6e3onacHol cpepbl 060poTa AOCTOBEPHOM MHGOPMALMM U YCTOMUYMBOM K PA3/IMYHBIM BULAM
BO34eNncTBMA MHOOPMALMOHHOM MHPPACTPYKTYPbI B Liensax obecneyeHna KOHCTUTYLMOHHbIX NPas U
cB0b60OA YeNoBeKa U rpaxkaaHnHa, cTabuabHOro COLMaNbHO-3KOHOMMYECKOTO Pa3BUTUA CTPAHbI, @ TaKKe
HaUMOHaNbHOM 6e3onacHocTh Poccuitickoit Pepepaumu.

lll. OcHOBHble MHPOPMALMOHHbIE YrPo3bl U COCTOAHUE UHPOPMaALMOHHOM 6e3onacHOCTH

10. PacwnpeHune obnacreit npumeHeHNa MHGOPMALLMOHHbIX TEXHONOTUI, ABNAACH PaKTOPOM pa3BUTUA
3KOHOMMKM U COBEPLLEHCTBOBAHUSA GYHKLIMOHMPOBAHUA OBLLLECTBEHHBIX U FOCYAaPCTBEHHbIX
WHCTUTYTOB, OAHOBPEMEHHO NOPOXKAAET HOBblE MHPOPMALMOHHbBIE YIPO3bl.

BO3MOXHOCTU TpaHCrpaHU4yHoro obopoTa MHPOpPMaLMM BCe Yalle UCNONb3YHOTCA AN AOCTUNKEHMSA
reonoIMTUYECKUX, MPOTUBOPEYALLMX MEXKAYHAPOAHOMY NPaBy BOEHHO-MOMUTUYECKUX, A TaKKe
TEPPOPUCTUYECKMX, IKCTPEMMUCTCKUX, KPUMUHANBHBIX U UHbIX MPOTUBONPABHbLIX Lienei B yulepb
MeXKAyHapoaHOMW 6e30NacHOCTU U CTPaTErMyeckom CTabuibHOCTH.

Mpu 3TOM NpaKTUKa BHeAPEHUA MHDOPMALMOHHbIX TEXHONOMMIA 6e3 yBA3KK C obecneyeHnem
MHPOPMaUMOHHOM 6e30MacHOCTM CYL,ECTBEHHO MOBbLILLAET BEPOATHOCTb NMPOSABAEHMS
MHPOPMALMOHHbIX Yrpos3.



11. OgHMM 13 OCHOBHbIX HEFAaTUBHbIX GAKTOPOB, BAUAIOLLMX HA COCTOAHUE MHPOPMALMOHHOM
6€30MacHOCTM, ABNAETCA HapalMBaHUe pAAOM 3apybeXkHbIX CTPaH BO3MOXKHOCTEN MHOPMaLMOHHO-
TEXHUYECKOr0 BO3AENCTBMA HAa MHOOPMALMOHHYIO MHPPACTPYKTYPY B BOEHHbIX LENSAX.

OAHOBPEMEHHO C 3TUM YCUNMBAETCA AEATENIbHOCTb OPraHU3aL M, OCYLLECTBAAIOLMX TEXHUYECKYIO
pa3BeaKy B OTHOLEHUM POCCUNCKUX FOCYAAPCTBEHHbIX OPraHOB, HAyYHbIX OpPraHM3aumii U NPeanpPUATUIA
060POHHO-NPOMbILLIEHHOTO KOMMJ/IEKCA.

12. PaclwmpatoTca macwtabbl MCNONb30BaHMA CReLManbHbIMU CAYKOBamMKn OTAENbHbIX TOCYAapCTB
CpeAcTB OKasaHMA MHGOPMALMOHHO-MCMXO0TMUYECKOTO BO3AENCTBUSA, HAaNPaBAEHHOMO Ha
Aectabunnsaumio BHYTPUNOJANTUHECKON U COLLMANbHOM CUTYALUKN B PA3IMYHbBIX PEFMOHAX MUPA U
NPUBOAALLENO K MOAPbIBY CyBEPEHUTETA U HAPYLLEHUIO TEPPUTOPUANBHOM LLENOCTHOCTU APYTrnX
rocyaapcrts. B aTy AeATENbHOCTb BOB/IEKAIOTCA PEIUTNO3HbIE, STHUYECKME, NPABO3ALLMTHbIE U UHbIE
OpraHu3aLMn, a TaKXKe OTAE/bHbIE FPYNMbl rPa*kAaH, NPU 3TOM LUMPOKO UCNONb3YHOTCA BO3MOXHOCTHU
MHPOPMALMNOHHbBIX TEXHO/IOTUIA.

OTmeyaeTca TeHAEHUMA K YBEJIMYEHUNIO B 3apyDerKHbIX CpeacTBax MaccoBon MHopmaLmm obbema
MaTepuanoBs, CoAepKaLnX NPeaB3aTyo OLEHKY rocyaapcTBeHHON NOAnTUMKK Poccuiickolt deaepaumu.
Poccuiickme cpeactsa maccoBoi MHPOpMaLUMM 3a4acTyo NoABEeprarTcs 3a pyberKom OTKPOBEHHOM
OANCKPUMUHAUMUU, POCCUMNCKUM KYPHANNCTAM CO34at0TCA NPENnATCTBUA AR OCYLLECTBAEHMUA UX
npodeccnoHanbHOM AeATENbHOCTH.

HapawuBsaeTca nHdopmaLMOHHOE BO3eNCTBNE Ha HaceneHne Poccuu, B nepsyto odepeab Ha
MOJIOZEXKb, B LIE/IAX Pa3mMbiBaHMA TPAAMLMOHHbIX POCCUMCKUX JYXOBHO-HPABCTBEHHbIX LIEHHOCTEMN.

13. Pa3iMyHble TEPPOPUCTUHECKUE N IKCTPEMMUCTCKME OPraHM3aLLMK LUMPOKO UCMONb3YIOT MEXaHU3Mbl
MHPOPMALMOHHOTO BO3AENCTBUA HA MHANBUAYANbHOE, FPYNMNOBOE M 06LLECTBEHHOE CO3HAHUE B LLeNAX
HarHeTaHMA MeXHaUNOHAbHOM U COLMaNbHON HaNPAXKEHHOCTU, Pa3KUTaHMUA STHUYECKON U
PENUTMO3HON HEHABUCTU MO0 BpaXKAbl, NponaraHabl SKCTPEMUCTCKON MAEO0N0MNN, A TaKKe
NPUB/IEYEHMA K TEPPOPUCTUYECKON AeATENbHOCTU HOBbIX CTOPOHHUKOB. TaKMMK OpraHM3aumamMmm B
NPOTUBOMNPABHbIX LLEeNsSX aKTUBHO CO343at0TCA CPeacTBa AeCTPYKTUBHOIO BO3AENCTBUS HA OO BEKTDI
KpUTUYECKON MHGOPMALIMOHHON MHPPACTPYKTYpPbI.

14. Bo3pacTatoT macluTabbl KOMMNbIOTEPHOW NPECTYNHOCTU, NPEXKAE BCErO B KPeAUTHO-GUHAHCOBOM
cdepe, yBENNUMBAETCA YNCNO0 NPECTYNIEHNN, CBA3AHHbIX C HaPYLEHNEM KOHCTUTYLIMOHHbIX Npas v
cB06O YeNoBeKa v rpaxaaHnHa, B TOM YMC/Ie B 4aCTM, KacaloLencs HeNnPUKOCHOBEHHOCTM YacTHOM
KU3HU, IMYHOIN U ceMeiHO TaliHbl, Npy 06paboTKe NepcoHanbHbIX AaHHbIX C UCNOb30BaHNEM
NHPOPMaLMOHHbIX TEXHOAOTMIA. MpK 3TOM MeToAbl, Cnocobbl M cpeacTBa COBEPLUEHUA TaKMX
npecTynaeHuii CTaHOBATCA BCE U30LpPEHHEe.

15. CocToAHUe MHbOPMaLMOHHOM Be3onacHOCTN B 061aCTM 060pOHbI CTPaHbl XapaKkTepusyercs
yBeMyeHnem MmacluTabos npumeHeHMsa OTAeNbHbIMU roCcyAapcTBaMu U OpraHn3aLmamm
MHPOPMALMNOHHbIX TEXHOIOTUI B BOEHHO-NOJIUTUYECKUX LieNAX, B TOM YNCae AN OCYLLEecTBAEHNA
OeWCTBUM, NPOTMBOPEYaLLMX MeXAYHAaPOoAHOMY NpaBy, HanpaB/leHHbIX Ha NOAPbIB CyBEepeHUTETa,
NOIMTUYECKOM M COLManbHOM CTabUAbHOCTU, TEPPUTOPMANbHON LieNoCcTHOCTN Poccuitickon Peaepaumm
N ee COHO3HWKOB U NPeaCcTaBAAIOLWMX YIPO3Yy MeXAYHAPOAHOMY MUPY, r106aNbHOM U perMoHanbHOM
6e3sonacHoCTW.

16. CocTtoaHMe MHPOPMALIMOHHOM Be3onacHOCTM B 061aCTU rocy4apCcTBEHHOM M 06LLLECTBEHHOM
6e30MacHOCTM XapaKTepm3yeTca NOCTOAHHbLIM NOBbIWEHNEM COXKHOCTH, YBEANYEHMEM MACLUTaboB U
POCTOM CKOOPAMHMPOBAHHOCTU KOMMbIOTEPHbIX aTaK Ha 06BbEKTbI KPUTUYECKON MHPOPMALMOHHOM
MHQPACTPYKTYpPbI, yCUIEHWEM pa3BeblBaTe/IbHOW 4eATeNbHOCTU MHOCTPAHHBIX TOCYyAapcTB B
oTHoweHMM Poccuiickoin Peaepalnu, a TakKe HapacTaHMeM Yrpo3 NPUMeHeHNA MHGOPMALMOHHbIX



TEXHONOTUI B LLeNAX HaHeceHUs yulepba cyBepeHUTeTy, TepPUTOPNAIbHOMN LLEENOCTHOCTU, MOANTUYECKOM
M coumnanbHoi ctabunbHocTn Poccuiickoit Pegepaunu.

17. CocToaHMe NHPOPMALIMOHHOM He30MacHOCTM B SKOHOMMYECKON cdhepe XxapaKkTepusyertcs
He[0CTaTOYHbIM YPOBHEM Pa3BUTUA KOHKYPEHTOCNOCOOHbIX MHGOPMALMOHHbIX TEXHONOMNI N NX
NCNo/1Ib30BaHMA A1A NPOM3BOACTBA NPOAYKLUMM U OKasaHua ycayr. OcTaeTca BbICOKMM YPOBEHb
3aBMCMMOCTU OTEYECTBEHHOM NPOMBbILWAEHHOCTU OT 3apybeXKHbIX MHPOPMALIMOHHbIX TEXHONOTUIA B
4acTu, KacatoLLencs 3N1eKTPOHHOM KOMMNOHEHTHOM 6a3sbl, NporpammHoro obecrneyenus,
BbIYNCANUTENBHON TEXHUKM U CPEACTB CBA3M, YTO 0OYC/I0B/IMBAET 3aBUCMMOCTb COLLMA/IbHO-
3KOHOMMYECKOro pa3BuTua Poccuiickon deaepauymm oT reonoanTUYECKUX MHTEPECOB 3apyberkHbIX
CTpaH.

18. CocToaHMe NHPOPMALIMOHHOM Be3onacHOCTM B 061aCTU HayKK, TEXHOIOMMA 1 06pa3oBaHKUsA
XapaKTepusyeTca HefoCTaTOuHOM 3PDEKTUBHOCTBIO HAYYHbIX UCCeA0BAHNM, HaNpPaBAEHHbIX Ha
Co34aHue NepcneKkTUBHbIX MHPOPMALIMOHHbIX TEXHONOTMUIA, HUSKUM YPOBHEM BHEAPEHUA
OTeYyeCcTBEHHbIX Pa3paboToK M HeAOCTATOYHbIM KafapoBbiM obecneyeHnem B 061acT MHGOPMALLMOHHOM
6e30MacHOCTH, a TaKKe HU3KOM 0CBEAOM/IEHHOCTbIO rParkaaH B Bonpocax obecneyeHmsa TNYHOM
nHbopmaunoHHoM besonacHocTu. Mpu aToM meponpusaTus no obecneyeHuto 6esonacHoOCTH
MHPOPMALMOHHOM MHPPACTPYKTYPbI, BK/IOYAs €€ LeJIOCTHOCTb, A0CTYNHOCTb U YCTOMYNBOE
dYHKLMOHNPOBAHME, C UCNOb30BaHMEM OTEUYECTBEHHbIX MHPOPMALLMOHHbBIX TEXHOIOTUIA U
OoTeyecTBEHHOM NPOAYKLMM 3a4aCTyIo HE UMEIOT KOMMNIEKCHOM OCHOBbI.

19. CocTosHMne MHPOpMaLMOHHOM Be3onacHOCTM B 061acTu cTpaTernyeckoi cTabuabHOCTU 1
PaBHOMPAaBHOro CTPaTErMYecKoro NapTHEPCTBa XapaKTepPM3yeTca CTPeMAeHMeM OTAE/bHbIX FOCYAapcTs
MCMO/Ib30BaTb TEXHO/IOrMYECKOEe NPEBOCXOACTBO A1 AOMUHUPOBAHNA B MHPOPMALMOHHOM
npocTpaHcTse.

CylwiecTByloLLee B HACTOSALLEE BPEMA pacnpesesieHne MexXAay CTpaHamMmM pecypcoBs, HeobxoaMMbIX Ann
obecneyeHnn 6€30NacHOro U YCTOMYMBOTO GYHKLUMOHMPOBAHUA CeTU « MHTEPHET», He NO3BONAET
peann3oBaTb COBMECTHOE CNpaBeANBOe, OCHOBAHHOE Ha MPUHLMNAX AOBEPUA yNpaBaeHue UMM,

OTCyTCTBME MEKAYHAPOAHO-NPABOBbIX HOPM, PETYNPYIOLLUX MEKIOCYAAPCTBEHHbIE OTHOLLEHUA B
VIHd)OpmaLI,VIOHHOM NPOCTPAHCTBE, a TAKXKEe MeXaHN3MOB U npoueayp nx npumeHeHuaA, y4nTbiBatoWnx
cneunduKy MHGOPMALIMOHHBIX TEXHONOTUI, 3aTPyAHAET GOPMUPOBAHME CUCTEMbI MEXKAYHAPOAHOW
MHbOPMAUNOHHOM 6e30NacHOCTH, HanpaBEHHOW Ha AOCTUMKEHME CTPATENMYECKOM CTabUAbHOCTU U
paBHOMPABHOrO CTpaTerMyeckoro napTHepcTBa.

IV. CTpaTerMyeckue Lenm v oCHOBHble HanpasseHUsa obecnevyeHna MHGOPMaLMOHHOIH 6e3onacHOCTU

20. CtpaTtermyeckoit uenbto obecneyeHmna MHGopmaLMoHHOMN Be3onacHOCTU B 061aCTV 060POHbI CTPaHbI
ABNAETCA 3aLLUMTa }KMU3HEHHO BaXKHbIX MHTEPECOB IMYHOCTU, OBLLLECTBA U rOCYAapPCTBa OT BHYTPEHHUX U
BHELLHUX YrpOo3, CBA3aHHbIX C NPUMeHeHnem MHGOPMALMOHHbIX TEXHOOTUIA B BOEHHO-NOINTUYECKUX
Lensax, NPoTUBOPEYALLUX MEeXAYHapOoAHOMY NpPaBy, B TOM YNC/E B LEeNAX OCYLLEeCTBNEHNA BpaXKaebHbIX
OEeWCTBUI 1 aKTOB arpeccum, HanpasB/ieHHbIX Ha NOAPbIB CyBePeHMTETa, HapyLleHne TeppuUTopranbHOM
LeNIOCTHOCTM rocyAapcTB U NpeAcTaBAAIoLIMX YTPO3y MeXayHapoaHOMY MUpy, 6e30nacHoOCTM U
CTpaTerMyeckom cTabuibHOCTMU.

21. B cCOOTBETCTBUM C BOEHHOM NOANTUKOMN Poccuiickoi ®eaepaumnm 0CHOBHbIMM HanpaBaeHUAMU
obecneyeHuns nHdopmaumoHHoM B6esonacHoCTN B 061aCTN 060POHbI CTPaHbI ABAAOTCA:

a) CTpaTtern4yeckoe caepxXumsaHme n npegorspalleHmne BOeHHbIX KOHd)ﬂMKTOB, KOTOpble moryTt
BO3HWKHYTb B pe3y/ibTaTe NPpUMEHEHUA VIHd)OpMaLI,VIOHHbIX TEXHOﬂOFMﬁ;



6) coBepLueHCTBOBaHMeE cucTeMbl obecnedyeHuns nHGopmMaumMoHHOM 6e3onacHoCTM BoopyKeHHbIX Cun
Poccuitckoit epepaummn, Apyrux BOMCK, BOUHCKUX GOPMUPOBAHUIA U OPraHOB, BK/tOYatoLWwen B cebs
CuAbl 1 cpeacTea MHGOPMaLMOHHOTO NPOTMBOBOPCTBA;

B) NPOrHO3MpoBaHue, 0bHapyXeHne N oLeHKa MHGOPMaLMOHHbIX Yrpo3, BKAOYan yrpos3bl
BoopykeHHbim Cunam Poccuiickoit Pegepaumm B uHGopmMmaunoHHoOM chepe;

r) cogelictBue obecneyeHmIo 3aLLMTbl MHTEPECOB COO3HMKOB Poccuiickoit depepaumm B
nHpopmauunoHHo chepe;

A) HelTpanusaumns MHGOPMaLIMOHHO-NCUXONOTMYECKOro BO3ENCTBMA, B TOM YMUC/1e HanpaBAeHHOTo Ha
noApbIB UCTOPUYECKUX OCHOB W MAaTPUOTUUECKUX TPAANL MM, CBA3aHHbIX € 3almnTon OTevecTsa.

22. CtpaTernyeckumu uensmm obecnedyeHusa nHbopmaLmMoHHON BesonacHoCTn B 061acTu
rocyapCcTBEHHOM 1 06LLEeCTBEHHOM He30NacHOCTU ABAAOTCA 3aLLUTA CyBEPEHUTETA, NOAAEPKAHME
NOJIMTUUYECKON N COLMANbHOMN CTabUNbHOCTU, TEPPUTOPUANBHON LLENOCTHOCTU Poccuinckoit deaepaumm,
obecneyeHne OCHOBHbIX NPaB M cBOHOA, YeI0BEKA M FparkAaHMHa, a TaKXKe 3almTa KpUTUYECKoM
MHPOPMAUNOHHOM MHPPACTPYKTYPBDI.

23. OCHOBHbIMM HanpaBaeHnaMn obecneyeHma MHGoOPMaLMOHHOM Be3onacHoCTN B 0b61acTn
rocyapcTBeHHOMN 1 0b6LLecTBeHHoM 6e30nacHOCTU ABNAIOTCA:

a) NnpoTnBoAENCTBME UCNONb30BAHMIO MHDOPMALMOHHbIX TEXHOIOTMIA ANA NponaraHabl SKCTPEMUCTCKOM
MAE0N0rMun, pacnpocTpaHeHma KceHodobun, naei HauMoHaNbHOW UCKAOUYUTENbHOCTU B LIeNsAX NoApbIBa
CyBepeHuTeTa, NOJIMTUYECKON N coLManbHOM CTabUIbHOCTU, HACUIbCTBEHHOTO U3MEHEHUA
KOHCTUTYLIMOHHOrO CTPOA, HapyLUeHNA TeppUTOpPUanbHOM LLenocTHocTu Poccuitickon Peaepauuu;

6) npecevyeHne geaTeNbHOCTUN, HAHOCALWEN yLepb HauMoHabHOW 6e3onacHocTM PoccuiicKkol
denepaumn, oCyLLECTBAAEMON C UCMOAb30BaHUEM TEXHUYECKUX CpeacTs U MHPOPMALIMOHHbIX
TexHonorum cneunanbHbIMU C}'Iy)K6aMVI M opraHn3aunAMU MHOCTPAHHbIX FOCYAaPCTB, a TaKXKe
OTAENbHbIMU NLAMWU;

B) NOBbILLEHME 3ALUNLLEHHOCTU KPUTUYECKOM MHOOPMALMOHHOMN MHOPACTPYKTYPbI U YCTOMYMBOCTU ee
OYHKUMOHNPOBAHWA, Pa3BUTUE MEXAHU3MOB OOHapyKeHMA 1 NpeaynpexaeHna MHGOPMaLMOHHbIX
Yrpo3 v AMKBUAALMK NOCAEACTBUN UX NPOABAEHMA, NOBbILWEHWE 3aLLMLLEHHOCTM rPaxaaH U TeppuUTopUit
OT NOCNEACTBUIN Ype3BbIYAMHbIX CUTYaLLMI, BbI3BaHHbIX MHGOPMALLMOHHO-TEXHUYECKMM BO34ENCTBMEM
Ha 06BEKTbI KPUTUMYECKOW MHPOPMALMOHHON MHDPACTPYKTYPbI;

r) noBbiweHMe 6e30MacHOCTU GYHKLUMOHUPOBAHUA 06bEKTOB MHPOPMALMOHHON MHOPACTPYKTYPbI, B TOM
yucne B Lenax obecneyeHUs yCToM4YMBOro B3aMmMoAencTBMA rocyfapCTBEHHbIX OPraHOB, HeAOMYLWEeHMA
MHOCTPaHHOIO KOHTPOA 33 GYHKLMOHMPOBAHUEM TaKMX 0OBEKTOB, obecneyeHne LLeIOCTHOCTH,
YCTOMYMBOCTU GYHKLMOHUPOBaAHMA M 6e30MacHOCTU eaMHOM CETU 3NEKTPOCBA3N Poccuinckoi
depepaumun, a TakKe obecneyeHmne 6esonacHocTN MHGOPMALMK, NepesaBaemMoli No Hen u
obpabaTtbiBaemoit B UHGOPMALMOHHbBIX CUCTEMAX Ha TeppuTopun Poccuiickon depepaunu;

4) noBblweHne 6e30MacHOCTU QYHKLMOHUPOBaHUA 06pa3LL0B BOOPYKEHWUsA, BOEHHOM 1 CneuyanbHowm
TEXHUKWN M aBTOMATU3NPOBAHHbIX CUCTEM YNPaBNEHUS;

e) nosbiweHne 3pPeKTUBHOCTM NPOPUIAKTUKM NPABOHAPYLLEHWIA, COBEPLUAEMbIX C UCMO/Ib30BAHMEM
MHPOPMALMOHHDBIX TEXHOIOTMIA, U NPOTUBOAENCTBMA TAKUM NPABOHAPYLLEHUAM;

) obecneyeHne 3aLWmTbl UHPOPMALUK, CoAepKaLLen CBeAEeHNS, COCTAaBAAIOLLIME FOCYAaPCTBEHHYIO
TaliHy, MHOM MHPOPMaLMM OrPaHMYEHHOrO A0CTYMa U PacnpoCcTpaHeHna, B TOM YMCe 3a cYeT
NoBbILEHMA 3aLNLLEHHOCTN COOTBETCTBYIOLNX MHOOPMAaLMOHHbIX TEXHOIOTUIA;



3) coBepLUeHCTBOBaHME METOA0B M cnocoboB Npon3BoacTBa M 6e30MacHOro NPUMeHeHNa NPoAYKLUNK,
OKa3aHWA ycayr Ha 0CHOBE MHPOPMALMOHHbIX TEXHONOMNI C UCMONb30BaHNEM OTEYECTBEHHbIX
pa3paboTok, yaosneTsopAwLWwmMxX TpebosaHNamMm MHPoOpMaLMOHHOM 6e30onacHOCTY;

1) nosbiweHMe 3pHeKTUBHOCTU MHDOPMALMOHHOIO obecrneyeHma peannsalmm rocyaapcTBeHHOM
nonutukun Poccuiickoin Peaepaunu;

K) HeliTpanumsaumnsa MHGOPMaLMOHHOTO BO3AENCTBUSA, HAaNpaBAEHHOIO Ha pa3mbliBaHWE TPAANLMOHHbIX
POCCUMNCKMX AYXOBHO-HPABCTBEHHbIX LLlEHHOCTEN.

24, CtpaTternyeckumm uenamm obecneveHuns nHpopmaumoHHoM 6e30nacHOCTU B IKOHOMMYECKOM chepe
ABNAOTCA CBeAEHNE K MUHMMA/IbHO BOSMOXKHOMY YPOBHIO BIMAHWUA HEraTUBHbIX GAKTOpPOB,
006YCNOBNEHHbIX HEAOCTATOYHbIM YPOBHEM PA3BUTUA OTEYECTBEHHOM OTPACAM MHGOPMALMOHHbIX
TEXHOIOTUI N IEKTPOHHOM NPOMBbILWAEHHOCTU, pa3paboTKa 1 NPOM3BOACTBO KOHKYPEHTOCNOCOOHbIX
cpeacTts obecneyeHma MHGOPMaLMOHHOM 6e30MacHOCTH, a TaKKe NoBbleHMe 06bEMOB M KavecTBa
OKasaHuA ycayr B 061actn obecneyeHma nHGoOpPMaLMOHHOM Be3onacHoCTu.

25. OCHOBHbIMM HanpasaeHMAmM obecnedyeHma MHGOPMaLMOHHOM 6e30NacHOCTN B 3KOHOMUYECKON
coepe sBnaoTCA:

a) MHHOBALMOHHOE Pa3BUTUE OTPACIM MHPOPMALMOHHBIX TEXHONOTNIM U SNEKTPOHHOM
MPOMBILLIEHHOCTU, yBEAUYEHME 40NN NPOAYKLMN STON OTPACAKN B BaIOBOM BHYTPEHHEM MPOAYKTE, B
CTPYKTYPe 3KCNopTa CTPaHbl;

6) AMKBMAALMA 3aBUCUMOCTM OTEYECTBEHHOW NPOMbILIIEHHOCTM OT 3apyHeEXKHbIX UHGOPMALMOHHbIX
TEXHONOTUI U cpeacTB obecnevyeHnsa MHGOPMaLMOHHON 6e30MacHOCTU 33 CHET CO34aHMA, PA3BUTUA U
LUIMPOKOro BHeAPEHMA OTeYeCTBEHHbIX Pa3paboToK, a TaKKe NPoOn3BOACTBA NPOAYKLMMN N OKA3aHMA
YCNYT Ha UX OCHOBE;

B) NOBbILLIEHME KOHKYPEHTOCMOCOOHOCTM POCCUMCKMX KOMMAHWUIA, OCYLLLECTBAAIOLLMX AeATeIbHOCTb B
oTpacan MHGOPMALMOHHbBIX TEXHOOTUI U 3NEKTPOHHOMN NPOMBILNEHHOCTU, Pa3paboTKy, NPOU3BOACTBO
W 3KcnyaTaumio cpeacTs obecneyeHms nHbopmaLoHHoW 6e30NacHOCTH, OKa3biBAOLLMX YCAYTU B
obnactn obecnevyeHma MHPoOpPMaLMOHHOM 6E30MacHOCTH, B TOM YMCe 33 CHET CO34aHNA BNaronpuATHbIX
YCNI0BUWIA ANS OCYLLECTBNEHUA AeATENIbHOCTU Ha TeppuTopumn Poccuitickon ®epepauuu;

r) pasBMTME OTEYECTBEHHOW KOHKYPEHTOCNOCOBHOM 3/1eKTPOHHOM KOMMOHEHTHOM 6a3bl U TEXHONOTUI
NPOM3BOACTBA 3/1EKTPOHHbBIX KOMMOHEHTOB, 0becneyeHme NOTPEOHOCTN BHYTPEHHErO PbIHKA B TaKOWM
NPOAYKLUMM U BbIXOZA 3TOM NPOAYKLUUM HA MUPOBOM PbIHOK.

26. CTpaTtermyeckol uenbto obecneyeHnn MHGOpPMaLMOHHOM 6e30nNacHOCTU B 06/1aCTU HaYKM,
TEXHO/I0TUI M 06pa30BaHMA ABNAETCA NOALEPKKA MHHOBALMOHHOTO M YCKOPEHHOTO PasBUTUSA CUCTEMDI
obecneyeHna MHOPMaLMOHHOWM Be30MacHOCTU, OTPACAN MHPOPMALMOHHBIX TEXHONOTUIA U
3N1EKTPOHHOWN NPOMbILINEHHOCTHU.

27. OcHOBHbIMM HanpasaeHuammM obecneyeHns MHGopmaumoHHoM 6esonacHoCTM B 061aCTU HayKu,
TEXHO/I0TNI M 06Pa30BaHMA ABNAIOTCA:

a) AOCTUNKEHNE KOHKYPEHTOCMOCOBHOCTU POCCUMNCKNX MHPOPMALMOHHBIX TEXHONOTUIA U pa3BuTHe
Hay4yHO-TEXHWYECKOTro NoTeHuMana B 0b61actn obecneyeHmsa MHGOPMaLMOHHONM 6e30nacHoCTy;

6) cosaaHme 1 BHeagpeHne NHPOPMALIMOHHbIX TEXHONOMMIN, M3HAYaIbHO YCTOMUMBLIX K Pa3INUHbIM
BMAaM BO34elNCTBUSA;

B) NpoBeAeHue HayYHbIX UCCe0BaHNI N OCYLLECTBIEHME ONbITHbIX Pa3paboToK B LENAxX co3aaHua
nepcrnekTUBHbIX MHOOPMALMOHHBIX TEXHONOTUIM U cpeacTsB obecnedyeHma MHGOPMALIMOHHOM
besonacHocTy;



r) passuTMe KagpoBoro noTeHuunana B obnactm obecneyeHns MHGOpPMaLMOHHOW 6e3onacHOCTU U
npumeHeHnA MHPOPMALMOHHBIX TEXHONOTUIA;

4) obecneyeHune 3aWMLLEHHOCTM rpaXKaaH oT MHGOPMALMOHHLIX Yrpo3, B TOM YMC/E 3a CHET
$GOPMMPOBAHMSA KYNbTYPbl IMYHON MHOPMALIMOHHOW 6e30NacHOCTH.

28. CtpaTernyeckoi uenbto obecrneyeHma MHGopMaLlMOHHOM 6e3onacHOCTM B 061acTu cTpaTernyeckom
CTabuAbHOCTM M PaBHOMPABHOIO CTPATErMYECKOro NapTHepCTBa ABAAeTCA PopMUMpPOBaHME YCTONUYNBOM
CUCTEMbI HEKOHOIMKTHBIX MEXKIOCY4AaPCTBEHHbIX OTHOLWEHMUI B MUHPOPMALMOHHOM NPOCTPaHCTBE.

29. OcHOBHbIMM HanpaBaeHnaMn obecneveHma MHGOPMaLMOHHOM 6e3onacHoCTK B 0b61acTn
CTpaTerMyeckom cTabuabHOCTM W PaBHOMPABHOMO CTPaTErMYeckoro NapTHEPCTBA ABAAIOTCA:

a) 3almTa cyBepeHuTeTa Poccuiickon ®eagepaumnn B UHGOPMaALMOHHOM NPOCTPAHCTBE NOCPEeACTBOM
OCYLLECTBNEHMSA CAMOCTOATE/IbHOM N HE3aBUCMMOM NOAUTUKM, HaNpaBAeHHOM Ha peannsauuio
HaUMOHaNbHbIX MHTEPECOB B MHPOPMALLMOHHOM chepe;

6) yyactne B GOpMMUPOBAHUMN CUCTEMbI MEXKAYHAPOAHOW UHDOPMaLMOHHON Be3onacHoCcTy,
obecneunsatolLeit appeKTUBHOE NPOTUBOAENCTBNE UCMOIb30BAHUIO MHGOPMALMOHHBIX TEXHOOTUI B
BOEHHO-NO/IMTUYECKUX LLEeNIAX, MPOTUBOPEYALLINX MEXKAYHAPOAHOMY NPaBy, a TaKKe B
TEPPOPUCTUYECKMX, IKCTPEMMUCTCKUX, KPMMUHANbHBIX U UHbIX NPOTUBOMPABHbIX LENsX;

B) CO34aHME MEXKAYHAPOAHO-MPABOBbIX MEXAHU3MOB, YYUTbIBAIOLMX CeundUKy MHGOPMALMNOHHbIX
TEXHONOTUI, B LLeNAX NPeaoTBPaLLEHWNS N YPEryANPOBaHMA MEXIOCYAAaPCTBEHHbIX KOHGANKTOB B
MHGOPMAUMOHHOM NPOCTPAHCTBE;

r) NpoABUKEHME B paMKax AeATe/IbHOCTU MeXAYHaPOAHbIX OpraHn3aumii nosumumm Poccuiickol
denepauuu, NnpegycmaTprBatoLLein obecneyeHre paBHOMPABHOIO M B3aMMOBBIFOLHOIO COTPYAHNYECTBA
BCEX 3aMHTEPECOBAHHbIX CTOPOH B MHPOPMaLMOHHOM chepe;

4) pa3BuTUE HaLMOHANbHOW CUCTEMbI YTPABAEHMA POCCUNCKUM CETMEHTOM ceTh « IHTepHET».
V. OpraH13auuoHHble OCHOBbl 06ecneueHna MHPopmaLMOHHOI 6e30nacHOCTU

30. Cuctema obecneyeHna MHPOPMaLMOHHOM 6e30MacHOCTM ABAAETCA YacTbio cMCTEMbI 0becneyeHus
HaUMOHabHOM 6e3onacHocTM Poccuitickoit Pepepaumn.

ObecneyeHune MHGOPMALMOHHOM HE30NACHOCTM OCYLLECTBAAETCA HAa OCHOBE COYETaHMA
3aKOHOAATe/IbHOW, NPABONPUMEHUTENIbHON, MPAaBOOXPAHUTEIbHON, CyAebHOMN, KOHTPOILHON N ApYrnX
bopm feATeNbHOCTU rocyAapCTBEHHbIX OPraHOB BO B3aMMOLENCTBMM C OpraHaMm MeCTHOTO
CaMoynpas/eHNA, OPraHM3aLUAMM U TPaXKaAHAMM.

31. Cuctema obecneyeHna MHPOPMALMOHHOI 6E30MacCHOCTU CTPOUTCA HA OCHOBE Pa3rPaHNYEHUs
NMOJIHOMOYMI OPraHOB 3aKOHOAATE/IbHOM, UCMONHUTENLHOW U cyaebHOM BAacTM B faHHOM chepe ¢
yyeTom npeameToB BegeHMs deaepasibHblX OpraHoB rocy4apCTBEHHOM BAACTM, OPraHoB
rocyAapCcTBeHHOM BAacTh cybbekToB Poccuitickoit ®egepaumm, a TakKe OpraHoB MecTHOro
caMoynpaBneHus, onpeaensembix 3aKoHoAaTebcTBOM Poccuiickoit deaepaumm B obnactu
obecneyeHuns 6esonacHoOCTU.

32. CoctaB cuctembl obecneyeHuns nHGopmaumoHHoM 6esonacHocTu onpeaenseTca MNpesnaeHTom
Poccuiickoin Peagepaumnn.

33. OpraHM3auMOHHYI0 OCHOBY CUCTEMbI 0becneveHnn MHPOPMALIMOHHOM 6E30NaCHOCTU COCTaBASAIOT:
Coset ®egepaunn ®eaepanvHoro CobpaHuma Poccuiickoin Peagepaumm, NocyaapcrteeHHan yma
depepanbHoro CobpaHua Poccuiickoit ®epepaumm, MNpasutenbctso Poccuiickon ®epepauun, Coset
besonacHocTn Poccuiickoin Pepepaumn, peaepanbHble OpraHbl UICNOAHUTENbHOM BNacTH, LleHTpanbHbIN



6aHK Poccuitckon ®egepaumm, BoeHHO-NpomblwieHHan komuccna Poccuiickoit Pepepaunu,
MEKBEAOMCTBEHHbIE OpraHbl, co3gaBaemble MpesnaeHTom Poccuiickon Peaepaunu n MNpaButenbCTBOM
Poccuiickoin Peagepaummn, opraHbl UICNONHUTENBHON BIAcTU cybbeKkToB Poccmitckon @egepaumm, opraHbl
MECTHOIo caMoynpaB/ieHns, opraHbl cyaebHoM BnacTu, NpUHMUMatowuye B COOTBETCTBUU C
3aKoHoaaTenbcTBoM Poccuiickoit Pepepaumm yyactme B pelleHMn 3aga4y no obecnevyeHuto
nHbopmaunoHHOM 6esonacHoCTy.

YyacTHUKamu cuctembl obecnevyeHns MHGOpPMaLMOHHOM 6e30NacHOCTM ABAAIOTCA: COBCTBEHHUKN
06BEKTOB KPUTUYECKOM MHOOPMALMOHHON MHPPACTPYKTYPbLI M OpPraHM3aLmm, SKCNAyaTUpyoLme Takme
06BbEKTbI, CpeacTBa MaccoBoi MHGOPMaLMM U MAaCCOBbIX KOMMYHWUKALUWUI, OpraHM3auum AeHeKHo-
KpeaAuTHOM, BasItoTHOM, 6aHKOBCKOM U UHbIX chep PUHAHCOBOIO PbIHKA, ONepaTopbl CBA3K, onepaTopbl
MHGOPMALMOHHbBIX CUCTEM, OPraHM3aL MM, OCYLLECTBASAIOWME AEATENbHOCTb NO CO34aHUI0 U
3KcnayaTaumMm MHPOPMaLMOHHbIX CUCTEM M CETEN CBA3U, NO pa3paboTKe, NPOM3BOACTBY U SKCMIyaTaumm
cpeacts obecneyeHma MHGOPMaLMOHHOM 6@30NacHOCTH, MO OKa3aHMIo ycayr B 06/1acTn obecneyeHusn
MHbOpMaLUMOHHOM 6e30nNacHOCTU, OpraHU3aumMK, ocyLecTBaaoWwmne 06pa3oBaTeNbHYO AEATENBHOCTb B
JaHHOM obnacTun, obUEecTBEHHblE 06beANHEHMA, UHbIE OPraHNU3aLUUmM U rpakaaHe, KoTopble B
COOTBETCTBUM C 3aKOHOZaTeNbCTBOM Poccuiickon desepaumm yyacTByOT B peLleHmMmM 3a4a4 Nno
obecneyeHunto MHGOPMaLNOHHOM 6e30NacHOCTU.

34. [leaTenbHOCTb rocyAapCTBEHHbIX OpraHoB no obecnevyeHunto MHGOPMaLMOHHON 6e30NacHOCTH
OCHOBbIBAETCA Ha C/leAyoWwMX NPUHLMNAX:

a) 3aKOHHOCTb 06LEeCTBEHHbIX OTHOLWEHMUI B UHPOPMaLIMOHHOW chepe 1 NPaBoBOe PaBeHCTBO BCex
YUYACTHUKOB TaKUX OTHOLLEHMI, OCHOBAHHbIE Ha KOHCTUTYLIMOHHOM MpaBe rpaskaaH cBo604HO UCKaTb,
noay4athb, Nepeaasath, NPOMU3BOAMTb U PACNPOCTPAHATL MHGOPMALMIO 06bIM 3aKOHHbIM CNOCOBOM;

6) KOHCTPYKTUBHOE B3aMMOAENCTBME rOCYAaPCTBEHHbIX OPraHOB, OpraHM3auUmin U rpaskaaH npu
peleHnn 3aga4 no obecneyeHmo MHGOPMaLMOHHON 6e30NacHOCTH;

B) cobnogeHne banaHca mexay noTpebHOCTbIO rpaXKaaH B cB06oaAHOM 0bmeHe nHpopmaumel n
OrpPaHMUYEHMAMM, CBA3AHHBIMU C HEOBXOAMMOCTbIO 0becneveHma HauMOHaNbHOM 6e30MacHOCTH, B TOM
yncne B UHPOPMaUMOHHOM cohepe;

r) AOCTaTOMHOCTb CUA U CcpeacTB obecnedeHna MHPOPMaLMOHHON 6e3onacHoCTK, onpeaensemas B TOM
yuc/e NocpeacTBOM NOCTOAHHOIO OCYLECTBNEHUA MOHUTOPUHIA MHGOPMALMOHHBIX Yrpos;

4) cobnoaeHne obwenpmnsHaHHbIX MPUHLMUINOB M HOPM MEXKAYHAPOAHOro NpaBa, MeXAyHapoAHbIX
porosopos Poccuinckoit epepaumm, a TakKe 3akoHoAaTebcTBa Poccuiickon deaepauymu.

35. 3a4a4amMm rocyAapCTBEHHbIX OPraHOB B paMKax AeATeIbHOCTU No obecneyeHnio MHGOPMaLMOHHOM
6e30MacHOCTM ABNAIOTCA:

a) obecneyeHme 3alUNUTbI MPaB M 3aKOHHbIX MHTEPECOB rpa*kaaH U opraHusaumii B MHGopMaLMOHHOM
coepe;

6) oLeHKa cOCTOAHUA NHGOPMALLMOHHOM 6€30MacHOCTM, MPOrHO3MPOBaHUE U OBHapyKeHne
MHPOPMALMOHHDIX Yrpo3, onpeseneHne NPUoPUTETHbIX HanpPaBAEHUI UX NPeaoTBPaLLEHNA U
NIMKBMAAUMWN NOCNEACTBUIN UX NPOABAEHUS;

B) N1aHMPOBaHWNE, OCYLLECTBIEHME U OLEHKA 3PPEKTUBHOCTM KOMMJIEKCA Mep No obecneyeHuto
nHbopmMaUMOHHOW 6e3onacHoCTY;

r) opraHusauma AeaTenbHOCTM 1 KOOPAMHaLUMA B3aMMoaencTBmaA cun obecrnevyeHns MHPGOPMaLMOHHOM
6e30MnacHOCTM, COBEPLLIEHCTBOBAHME MUX NPaBOBOro, OpraHN3aLMOHHOIo, ONepPaTMBHO-Pa3bICKHOIO,



pa3BeabliBaTe/IbHOIo, KOHTPPa3BeabliBaTe/IbHOIO, HAYy4HO-TEXHNYECKOTrO, MHd)OpMaLI,VIOHHO-
dHa/MIMTUYECKOTO, KagpoBOro n SKOHOMUYECKOTIo OGGCI‘IG%EHMH;

A) BbipaboTKa 1 peannsaumns mep rocyaapcTBeHHOM NoaaepsKK1 opraHmn3aumnii, ocyLLecTBASIOWMUX
AeATeNbHOCTb Mo pa3paboTke, NPOM3BOACTBY M SKCNAyaTaLuu cpeacTs obecneveHns MHPOPMaLMOHHOM
6e30nmacHOCTU, MO OKasaHWto ycayr B obnactu obecneyeHns MHGOPMaLMOHHOM 6e30MacHOCTH, a TaKKe
opraHM3auuii, ocyLecTBAAIOLLNX 06pa3oBaTe bHYO AeATeNbHOCTb B laHHON 0bnacTu.

36. 3a4a4aMu rocy4apCTBEHHbIX OPraHOB B PaMKax AeATE/IbHOCTU MO Pa3BUTUIO U COBEPLIEHCTBOBAHMIO
cuctembl obecneyeHna MHPopPMaLMOHHOM 6e30NacHOCTM ABAAIOTCA:

a) yKpenaeHue BEPTUKANN YNPaBIEHUA U LeHTpanunsaums cun obecneyeHns nHGopmauMoHHOM
6e3onacHOCTN Ha peaepanbHOM, MEXPErMoHaIbHOM, PETMOHAIbHOM, MyHULMNAAbHOM YPOBHSX, a
TaKXe Ha ypoBHe 06beKTOB MHPOPMATM3aLLMKM, ONEepPaTopPoB MHPOPMALMOHHBIX CUCTEM U CETEN CBA3Y;

6) coBepleHcTBOBaHME GOPM M METOA0B B3aMMOAENCTBUA cuA obecneyeHna MHPOPMALMOHHOM
6e30MacHOCTM B Lie/IAX NOBbILEHMA UX TOTOBHOCTU K MPOTMBOAENCTBUIO MHDOPMALMOHHbBIM Yrpo3am, B
TOM YKUCNE NYTEM PEFYAAPHOrO NPOBEAEHUA TPEHUPOBOK (y4eHWIA);

B) coBepLUeHCTBOBaHNE MHGOPMALMOHHO-aHAMUTUYECKUX U HAYYHO-TEXHUYECKMUX acreKToB
dYHKLMOHNPOBaHNA cucTeMbl obecneyeHuns MHGopMaLMOHHON 6e3onacHoCTY;

r) nosbiweHne 3¢ HeKTUBHOCTU B3aMMOAENCTBUA FOCYAapPCTBEHHbIX OPraHOB, OPraHOB MECTHOTO
camoynpasBneHnn, opraHu3aLnin U rpaxaaH Npu peleHnn 3agad no obecneyeHno MHGOPMaLMOHHOM
besonacHocTu.

37. Peanusauyma HacToALwen JOKTPMHbI OCYLLECTBAETCA HAa OCHOBE OTPAC/IeBbIX JOKYMEHTOB
CTpaTerMyeckoro naaHMposaHusa Poccunitickoit Pepepaumn. B Lensx aktyannsaumm Taknux LOKYMEHTOB
Cosetom be3onacHocTtu Poccuiickoit Peaepaunm onpeaenserca nepevyeHb NPUOPUTETHbLIX HanpaB/eHN
obecneyeHna MHPOPMaLIMOHHOM 6€30NaCHOCTM Ha CPpeHECPOUHYIO NEPCMNEKTMBY C Y4ETOM NOIOXKEHUIA
CTpaTernyeckoro nporHosa Poccuiickoit Peaepaunu.

38. Pe3ynbTaTbl MOHUTOPMHIA peannsaLmm HacToAwen JJOKTPUHbI OTPAXKAKTCA B XXerogHom goKnage
CeKkpeTaps CoseTta besonacHocTtn Poccuiickoint ®eaepaumm MNpesnaeHty Poccninckon Gegepaupym o
COCTOAAHMM HALMOHA/IbHOW 6€30MacCHOCTM U Mepax No ee YKPEnaeHuto.

0630p AOKyMeHTa

YTBEpKAeHa HoBasA JoKTpuHa MHGOPMALIMOHHOM 6e3onacHocTu Poccuu.

OnpeageneHbl cTpaTerMyeckme Leam U oCHOBHbIe HanpasaeHna obecneyeHns MHGOPMaLMOHHOM
besonacHocCTU.

MpoaHanM3npoBaHbl OCHOBHblE MHGOPMALMOHHbIE Yrpo3bl. [laHa OLeHKa COCTOAHMIO MHOPMaLMOHHOM
besonacHocCTU.

OTmeyvaeTcs, UTo NPaKTUKa BHeAPeHUA MHPOPMALMOHHBIX TEXHONOTMIA 6e3 yBA3KM C obecneveHrem
MHPOPMaUMOHHOM 6e30MacHOCTM CYL,EeCTBEHHO MOBbLILLAET BEPOATHOCTb MPOSABAEHMSA
NHPOPMALMOHHbIX Yrpos3.

Ha cocToAaHne nHpopmaumoHHon 6e30nacHOCTU BAMAET, B YAaCTHOCTU, TOT GaKT, YTO HEKOTOpPbIE
3apybeXkHble CTPaHbl HAapPaLLMBAIOT BO3SMOXKHOCTU MHPOPMALLMOHHO-TEXHUYECKOTrO BO34ENCTBMA HA
MHPOPMALMOHHYIO MHPPACTPYKTYPY B BOEHHbIX Lensax. YCUnmBaeTca AeATeIbHOCTb OpraHM3auni,
OCYLLECTBASAOLWMNX TEXHUYECKYHO Pa3BeAKy B OTHOLIEHUWN POCCUMCKUX TOCOPraHOB, HAaY4HbIX
opraHusauui u npeanpuatuin OMK.



OTmeyvaeTcA TeHAEHLUMA K YBENYEHMIO B MHOCTPaHHbIX CMW o6bema maTepranos c NnpeaB3aToi
OLEHKOM 0TeyecTBEeHHOM rocnonnTukmn. Poccuitckne CMMU 3ayacTyto noggepratoTcs 3a pybexom
OTKPOBEHHOMN ANCKPUMMHALUN.

Pa3nunyHble TePPOPUCTUUYECKUE U IKCTPEMUCTCKME OPraHn3aLmMmM LWMPOKO UCNONb3YIOT MEXaHU3MbI
MHPOpMaLMOHHOIO Bo3aecTBMNA. Bo3pacTaloT MacluTabbl KOMMbIOTEPHOM NPECTYNHOCTH.

MpnBOAATCA OCHOBHbIE HaNpPaBAeHMa obecnevyeHns MHPopmaLMoHHOM be3onacHocTK B 0b61acTn
060pOHbI, rocyaapcTBEHHOM M 0bWecTBeHHOM 6e30nacHOCTM, B 3KOHOMUYeCKon cdepe, B obnactu
HayKu, TexHooruii n 0bpasoBaHusA, cTpaTernyeckon cTabuabHOCTU U PaBHOMPABHOMO CTPaTErnMYeckoro
napTHepcTaa.

CocTaB cucTembl obecneyeHmsa MHPopmaLmoHHoM 6esonacHocTu onpegensetca NpesnaeHTom PO,
Cosbe3om Poccuun ycTaHaBNMBAETCA nNepevyeHb NPUOPUTETHLIX HanpasaeHnin obecneyeHns
MHPOPMaUMOHHOM 6e30MNacHOCTM Ha CPeAHECPOYHYIO NMEePCNeKTUBY.

Pe3ynbTaTbl MOHUTOPUHIA peanns3aunm AOKTPUHbI OTPAXKalOTCA B exxeroagHom aoknage Cekpertaps
CoBbe3sa Mpe3naeHTy PO.

MpexHaa JokTpuHa nHPopmauunoHHOM 6besonacHocTn Poccum, yteepkaeHHas B 2000 r., npusHaHa
yTpaTuBLLEM cuny.

YKa3 BCTYMaeT B CU1Yy CO AHA ero nognncaHumAa.



